Scope of Work: Vendor Risk Management Implementation
1. Introduction:
· The 3rd Party Vendor Risk Management initiative will provide a solution and service to provide vendor risk scores, questionnaires, vendor data breaches, and ongoing monitoring of vendors. Help provide guidelines for implementing processes for identifying critical vendors, and annual critical vendor security assessments that help mitigate cybersecurity risks associated with third-party vendors.

2. Objectives:
· Define the primary objectives of the vendor risk management implementation and product/service offering, including:

· Provide enterprise licensing and services for CNB.

· Implementing a third-party solution/service for vendor risk scoring, questionnaires, breach monitoring, contract compliance, and vendor data analysis.

· Establishing processes for identifying critical vendors.

· Provide Vendor Risk Score dashboard that automatically populates based upon external data sources.
· Provides automatic vendor security evaluation and risk scoring.

· Vendor Onboarding & Offboarding

· Assessments of Compliance Risk, Credit Risk, Operational Risk, Strategic Risk, and Transaction Risk. 

· Vendor questionnaire management allows a manual and automatic population of the questionnaire.
· Evaluation of the vendor’s use of third parties to support vendor’s operations. 

· Determining the adequacy of a vendor’s standards, policies, and procedures to ensure they address internal controls, security (physical, systems, data, equipment, etc.), privacy protections, maintenance of records, business resumption contingency planning, and systems development and Maintenance. 

· Conducting annual security assessments for critical vendors.

· Recommend action plans addressing critical findings per third-party vendors and prioritize resources accordingly. 

· Ability to have integration to Dun & Bradstreet (D&B) or other third party sources.

· Provide pre- and Post- Mitigation Plans.
· Ability to track risk remediation from start to resolution using date-driven metrics.

· Provide robust reporting (Monthly/Quarterly/Annually) and dashboards to represent KPIs.
· Manages vendor timely vendor responses to questionnaires and ensure that all information is complete and accurate.

· Compliance with industry security and risk standards.

· Provide 24x7 monitoring, alerting, and responsive services based upon industry data feeds for cyber security and critical vendor newsfeeds & information.

· Provide 24x7 services and support with less than 99.99% downtime.

· Meet or exceed CNB security and data policies and practices.
· Must meet CNB’s cyber security requirements.

· Coordinates meetings with vendors and CNB (when needed)

3. Solution/Service Implementation:
· Deployment and Integration:
· Coordinate the deployment with CNB utilizing CNB’s standards, procedures, and policies.

· Provide seamless integration with existing systems and workflows.

· Configuration and Customization:
· Configure the solution/service according to the organization's specific requirements, including vendor risk scoring criteria (Tier 1, 2 & 3), questionnaire templates, and breach monitoring parameters.

· Customize dashboards and reports to provide actionable insights into vendor risk posture.

· Provide various levels of vendor tiers and workflows and actions tied to vendor tiers.

· Ability to show and report on exceptions that have been approved by CNB CISO. 

· Training and Documentation:
· Provide comprehensive training to relevant stakeholders on how to use the vendor risk management solution/service effectively.

· Develop user manuals and documentation for ongoing reference and support.

4. Process Implementation:
· Identification of Critical Vendors:
· Collaborate with key stakeholders to define criteria for identifying critical vendors based on factors such as business impact, data sensitivity, and regulatory requirements.

· Develop a process for regularly reviewing and updating the list of critical vendors.

· Annual Critical Vendor Security Assessments:
· Design and implement a standardized security assessment process for critical vendors, covering areas such as cybersecurity policies, controls, and incident response capabilities.

· Conduct annual assessments to evaluate the security posture of critical vendors and identify areas for improvement.

5. Deliverables:
· Third-party vendor risk management solution/service deployed and configured.

· All licensing, customizations, operational services, and implementation to ensure a successful deployment to meet the CNB Objectives

· Training materials and documentation for stakeholders.

· Process documentation for identification of critical vendors and annual security assessments.

· Reports and dashboards for monitoring vendor risk scores, questionnaire responses, and breach incidents.

6. Timeline:
· Identify what classifies a vendor as critical, ensure multi-tier vendors and categories.

· Identify critical vendors.

· Agree upon vendor questionnaire.

· Upload current vendors.

· Customize reporting per CNB CISO & Business needs.

· Provide training with procedures documents to end users.

· Go-Live

7. Roles and Responsibilities:
· Define the roles and responsibilities of internal team members and external vendors involved in the implementation project.

· Assign specific tasks and accountability for each phase of the project.

8. Key Performance Indicators (KPIs):
· Establish KPIs to measure the effectiveness and efficiency of the vendor risk management implementation, such as:

· Percentage of critical vendors identified and assessed annually.

· Reduction in vendor-related security incidents.

· Improvement in overall vendor risk posture.

· Provide data on % of critical vendors that has been identified with a change in security posture.

9. Evaluation and Feedback:
· Implement mechanisms for collecting feedback from stakeholders to evaluate the success of the implementation project.

· Conduct regular evaluations to identify areas for improvement and optimization.

10. Budget and Resources:
· Provide an estimate of the budget required for the implementation project, including costs associated with software licensing, training, and consulting services.

· Allocate resources effectively to ensure the successful execution of the project within budgetary constraints.

11. Terms and Conditions:
· Outline the terms and conditions governing the engagement between the organization and third-party vendors involved in the implementation project.

· Include provisions related to payment terms, deliverables, and dispute resolution mechanisms.

12. Conclusion:
· CNB needs an all-in-one third-party risk management solution that assists in identifying vendor risk specifically cyber security such as data breaches or cyber incidences. Provide onboarding of vendors screening faster, manage the vendor questionnaire and assessment, provide risk scores, annual reassessment reports, and provides direct collaboration with vendors to improve time to resolution to risk issue identified and removes the needs for additional CNB colleagues. 

13. Appendices:
· Include any additional documents or resources that support the CNB objectives including samples of key deliverables, such as vendor evaluation criteria, sample assessment questionnaires, or regulatory guidelines.   Provide a data flow diagram indicating data at rest and its associated security.

